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1 SYSTEM DOCUMENTATION AND SUPPORT OF PRODUCT 

1.1 DOCUMENTATION AND TECHNICAL SUPPORT 

The manual introduces the reader to the administration of the HWM DataGate2 system. 

Reading of the following is a pre-requisite to reading this manual: 

  MAN-130-0015 DataGate2 – Introduction. 

The above manual includes introductory concepts and simplified explanations of how 

the DataGate2 system works and introduces the terminology of the system. 

In the current manual, system administrators are briefly introduced to the 

administration required to build a basic system configuration. This guide largely makes 

use of very basic initial settings. Discussion of any additional or alternative setting 

options is covered elsewhere. 

Note: The system periodically has new features and changes released, thus you may 

  observe changes in layout from those shown in this manual. 

  Additionally, views can vary depending on what user-role you have been 

  given and its permissions. 

 

HWM provides support of DataGate2 system by a set of online help documents. 

DataGate2 is also supported by some introductory user documentation (a user guide 

for both general users and administrators; an administration guide for system 

administrators). 

On-line help pages are also available from our support webpages: 

https://www.hwmglobal.com/help-and-downloads/ 

Should you have any questions that are not covered by this manual or the system’s 

online help, please contact the HWM Technical Support team on +44 (0) 1633 489479, 

or email     cservice@hwm-water.com 

 

 

 

 

 

 

 

https://www.hwmglobal.com/help-and-downloads/
mailto:cservice@hwm-water.com
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2 SYSTEM LOGIN 

2.1 LOGIN TO DATAGATE2 AND ITS APPLICATION PORTALS 

Note: World-wide, there are multiple servers in operation for DataGate2 and 

  its various portals (e.g. “PermaNETWeb” and “PressView”, “SpillGuard”). 

  Refer to your Sales contact to obtain details of server address and URL links 

  which should be used by your company. 

  The URLs (webpage links) used in this manual may not apply to you, so the 

  URL you enter should be modified to match your server. 

Type your DataGate2 URL into the address bar of your web-browser and then press the 

return key.  

e.g. 

 

This will take you to the login page of 

DataGate2 administration. 

 

Enter your username and password. Click 

on “Login”. 

 

 

 

 

  

 

The DataGate home page looks like the following, with a “dashboard” summary. 
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Depending on your system setup, the menu 

may give you the ability to switch to another 

portal. 

e.g. Menu → More → PermaNETWeb. 

Note: The menu items can differ, 

  depending what permissions 

  (user role) the user has been 

  given. 

  Some portals cannot be accessed 

  from the menu and require use 

  of their own URL. 

 

 

The portal you switch to may also have a means of switching back to 

DataGate. 

e.g. The top right corner shows who is logged in, along with a drop-

down menu control. The control allows you to switch to DataGate. 

 

The menu also allows you to log-out. 

 

 

 

 

The process of creating a new user is covered in section 5.1. Since users (and many 

other things) are linked to accounts, these will be discussed first (see section 3). 
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2.2 PERMISSIONS / USER ROLES 

In addition to the scheme of the account tree and “ownership” restricting edit access to 

the system (discussed in another manual), another scheme exists … 

Not all users of the system need to have equal access. The system has a concept of a 

“user role”, which is assigned to a user. 

To see the list of user roles, and allowed permissions: 

Log into DataGate, and select via the menu: 

Menu → More → User Roles. 

Defined roles can be selected from the drop-down “Role” control and the page will 

display the permissions that are enabled for any user assigned to that role. 

For DataGate2, additional system-wide roles can only be created by certain users. Most 

users may have no access or read-only access to this page. 

The user-role selected for a user can modify the menu items and permissions the user has. 

Note: This manual is written using an unrestricted user account (to allow access to 

  all features and menu options). The user role you have been assigned may not 

  give access to some of the features discussed. 

The roles page of DataGate2 lists a mixture of both general administration permissions 

and also some portal-specific permissions (e.g. “Can Edit Logger Mode” applies only to 

PermaNETWeb). 
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3 ACCOUNT HIERARCHY: RECOMMENDATIONS 

3.1 ACCOUNT BEHAVIOUR: HAVE A PLAN 

The account hierarchy can require some planning to be successful. The issues to be 

considered for planning are: 

• Any requirements of the logger device / application / portal, 

• Consistency of user-experience, and 

• Consistency of system behaviour. 

The account tree is primarily a set of linkages to form the tree structure. However, each 

account has option settings that affect the function of certain viewing portals and also 

the behaviour of system background tasks. Unexpected behaviour could arise if the 

settings for one account are different to the settings of other accounts. 

For example (one which affects the intuitiveness of the system for the user), some 

portals allow the user to navigate through part of the account tree. Inconsistent settings 

of accounts within the account tree therefore has the potential to cause inconsistent or 

unexpected behaviour of the system as the user navigates from one account to 

another. 

Two examples of possible issues within account settings (affecting background tasks) 

follow: 

Example 1. 

Settings can be irrelevant for the loggers installed at sites linked to the account. 

• Some DataGate2 account settings are portal-specific, yet they can be activated 

for accounts containing sites containing irrelevant loggers. 

e.g. An account can be set to request sound recordings from sites containing 

  pressure loggers (which cannot make sound recordings). 

  This can be set as simply as ticking a box (see below). 

 

 

Example 2. 

There is a potential of conflict of settings between a parent account and some of its sub-

accounts. 

• Account settings form a hierarchical account tree. 

Each account has identical fields to set. 
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The settings may conflict with each other. 

e.g. Consider the following section of account settings.  

 

 

 

  The same site may appear in many accounts (by association links). 

  One account can ask for recordings whilst another does not want them. 

  One account can ask for a 150m search radius whilst another can ask for 300m. 

For some settings, the apparent conflicts can be resolved by virtue of the fact that page 

views are normally generated for a single account at a time, the user’s “current 

account”; the server does not make any reference to the settings from other accounts. 

The system, however, can also run background tasks based on account settings; with 

the same setting being available but independently set, multiple accounts can be set to 

different values). Issues can arise where there are differences in the settings of those 

several accounts … Hence the need of a plan and consistency of settings. 

Account settings requiring caution are mostly related to the viewing portals and are 

more appropriately discussed elsewhere. This manual will consider only the basic setup 

of the account tree to meet user requirements. It will avoid any additional account 

settings that could give rise to issues. 
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3.2 ISOLATE LOGGER TYPES IN THE ACCOUNT TREE 

Where a company owns loggers for more than one purpose or function, the following 

applies: 

It is recommended to divide the account tree into main branches (at the main account 

or some other level), according to the functionality of the loggers under each branch. 

Alternatively, have several “isolated” main accounts. Both schemes are shown below. 

In the diagrams, each colour represents branches which are treated as being isolated 

from each other. Each coloured area can follow its own scheme for consistent settings 

and the specific requirements of the portal being used for those type of loggers. Thus, 

for example, leak-noise loggers (and their settings) are kept apart from loggers of 

pressure or meter readings; the split is based on each type of logger having a different 

function. 

 

 

 

 

Split according to logger 

function or application. 

e.g. 

(Alternative) 
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3.3 ACCOUNT TREE HIERARCHY SCHEME (EXAMPLE) 

An example of a recommended scheme follows below. 

At the top of the account tree of a utility company, there could be a Top-Level Account 

for the company. 

A user owned at this level would have access to the entire account hierarchy for 

administration purposes. 

 

The account tree should then have main branches linking the Top-Level account to a 

Main Account for each type of use of DataGate, as described in 3.2. Alternatively, the 

use of a single top-level account may be skipped, as also detailed in 3.2. 

The purpose of this is to be able to logically group loggers according to function and be 

able to make account settings consistent and relevant to the application or its portal. 

An Administrator will have their login point (owner account) set at the top-level account, 

or several administrator accounts are required for each one of the Main Accounts. This 

sets their scope of being able to see the entire account structure that exists below that 

account.  

 

Underneath each of the Main Accounts, there should be an Install Account. This serves 

two purposes… 

• Accounting: When an administrator logs into the Main Account, they will get a 

  summary of how many loggers exist on DataGate. 

  By logging in at the Installed Account level, they will get an 

  indication of how many loggers are installed. 

  The difference between the two numbers is how many uninstalled 

  loggers they own. 

• A Divider:  It divides the account tree into two functional areas. 

  Above the install account are accounts used exclusively by 

  administrators. DataGate is less demanding of consistent settings 
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  because only the account tree needs to be operational. 

  At and below the Install account is for use mainly by users of the 

  various applications and the portals. It is also used for determining 

  which accounts the system background tasks are selected to 

  operate on. 

For the purpose of providing instruction, the setup of an account tree for the 

application of leak detection will be considered. 

 

For Leak detection, two main 

accounts could be set up, 

one to cover permanently                                                                                                                                                                                           

installed loggers (that send 

in data regularly over the 

cellular network), and another 

one to cover temporarily 

installed loggers (mobile loggers used in a “Lift and Shift”  usage pattern), which have 

data collected manually, being moved from one site to another frequently. 

The above split to two separate Main Accounts is due to the differences in 

characteristics of the loggers and their use. The system account settings can be tuned 

according to the logger characteristics, its pattern of use, and data arrival expectations. 

For example, it is possible to set accounts in the system to check for equipment failures 

(by checking how frequently the loggers are sending in data for a site). Different 

checking rules will apply to sites containing permanently installed loggers (predictably 

calling in over the cell network) in contrast with sites that employ temporary loggers 

that are both mobile and also rely on manual collection of their data. Temporarily 

installed loggers are often called L&S (Lift and Shift) devices. 

A similar split has been made in the “Leak Detect L&S” branch, into two distinct install 

accounts (i.e. split into two based on logger model). At the time of writing, two models 

of Lift & Shift loggers exist, one called “Pcorr” and the other “Permalog”. The former can 

make sound recordings, whereas the latter cannot, so the logger functionality 

difference may require different account settings to be made from the Install Account 

downwards. 

The requirement for such splits will be dependant on what logger the company owns. 

Lift & Shift loggers will not be further discussed … the example will now focus on an 

account structure for permanent leak-detection logger installations.  
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First a small detour: 

A Storage Account is optional (and may have its own tree, but the tree is not shown in 

the diagram). It is created if the utility company wishes to use an app such as HWM 

PRISM, to manage the transfer of loggers that arrives at its goods-in to storage locations 

or even installer’s vans. 

The PRISM app will “move” a logger by deleting its (blank site) association with the top-

level account and make a new association within the storage account. Use of DataGate 

for tracking storage locations is optional, but if used accounts will need to be set up to 

accommodate this function. Storage accounts will not be discussed further here. 

Note: Mobile-phone apps can include the capability of acting as administrators for the 

  purpose of re-locating loggers (that are attached to blank sites). 

  Some apps can also creating a new site, edit any logger-to-site links required  

  so as to change the logger deployment to the new site. The new site is also  

  correctly linked into the account tree.  

 

Underneath the level of the Install Account, accounts can be added to represent 

regional areas, largely based on the structure of the company 

(e.g. regional offices, 

local offices, 

areas of responsibility). 

These all use general 

accounts. 

At the final level, the 

account is set to be a “DMA 

Account” type, and usually 

matches an area of the pipe 

network that is metered (a 

District Metered Area). 

(Countries that do not have 

this type of water network 

topology can use either a 

DMA account type or 

general account type to terminate the tree branches). 

The DMA Account can represent an area for which the water company should have a 

detailed map of the pipe network and where its assets (valves, hydrants, etc) are 

located; These assets are often a good place to install a logger. 
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3.4 SITE AND LOGGER OWNERSHIP (EDIT CAPABILITY) 

At the time HWM produces a logger it is registered (by HWM) onto the DataGate system 

and is set as being owned by the customer’s main account. The logger is linked to a 

newly created blank site, also owned by the main account. The blank site is also 

associated to the main account. 

The settings described above places the logger and site out of reach of all users of the 

PermaNETWeb system, except administrators (or an app acting as an administrator). 

No regular user can edit the logger or site; nor can they cause it to move within the 

hierarchy (the logger and site are owned higher up the account tree than is the regular 

user). 

The administrator has to ensure that the site and logger are linked to accounts within 

the account tree so that regular users are able to see the site and also (indirectly, by 

viewing a site) the logger. 

Note that this does not necessarily involve having to change the owner account to one 

which would give edit access to a user with a login point lower-down in the account tree. 

Most users do not need to edit the site or logger, but only to view the sites and their 

data, for which they may use a portal. 

For some application portals, ownership of a site and logger does not have any bearing 

on being able to see the logger; Visibility is given by associating the site with the set of 

accounts where the logger is required to be visible from. The user of the portal has to 

navigate to one of those accounts to which the site is associated, and then it becomes 

visible. 

Ownership does have relevance when trying to make some actions relevant to the site. 

e.g. 

• Removing a logger from a site. (= delete deployment link). 

• Deploying a logger to a site. (= add deployment link). 

• (+ more) 

 

Administration actions are usually made via Datagate2, 

but sometimes the application portal will provide 

access for a regular user to make some commands or 

adjustments via a simplified setting screen or control. 

In order to access this, the site must also be visible on 

the current account that the user is viewing. 

 

 

 

Key to link diagrams: 
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3.5 SITE TO ACCOUNT ASSOCIATIONS (VISIBILITY) 

Associating a site to an account gives 

visibility of the site from the account. It 

does not give edit access (the ability to 

change the details within the site 

registration). Edit access would also 

require ownership of the site to be set 

to an account within the branches of 

the account tree below the user’s login 

point. 

A site should always be associated to a 

“DMA” account which is at an “end 

branch” of the account tree. This gives 

visibility of the site when “zoomed in” to 

the lowest level account. The site is said 

to “be within” this DMA. 

A site should usually be associated to 

each of several levels of account above 

the DMA and moving towards the Install 

Account. This makes visibility of the site 

work in an intuitive manner. When 

“zooming out” by climbing the account 

hierarchy tree more accounts (and their 

sites) come into  scope. This only works 

well if it is consistently applied; a user can be somewhat disconcerted if the scheme is 

haphazard. The utility company needs to determine their required visibility range for 

use with the portal and set associations consistently to suit this. 

To give visibility of all the sites when “zoomed out” to the highest level, all sites can also 

be associated to the Install Account.  

Note: There is no requirement in this scheme to associate any site above the 

  Install Account. Levels above this are used for administration purposes only. 

3.6 SITE TO ACCOUNT ASSOCIATIONS (SITE “IS WITHIN”) 

Most users are familiar with the concept of ownership. They will intuitively conclude 

that an item within a box … within a larger box … within a larger box … will still contain 

the complete collection of items when dealing with the largest level. Unfortunately, for 

most portals, site associations do not inherently behave that way … the administrator 

has to build each set of contents that the user sees within an account, level by level. 

A site associated to an account is commonly said to be “within the account”. 

Choose 

visibility range 

(associations) 

and be 

consistent. 
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4 CREATING THE ACCOUNT TREE 

The account / DMA tree must be created by an administrator within DataGate. 

(Note: Some HWM apps can also act as an administrator with the ability to add DMAs 

  to the existing account tree). 

Log in to DataGate. 

The account tree has to be built one account at a 

time. Plan the tree before starting. 

Use the menu: 

Menu → Accounts → Create Account. 

The Create New Account page opens: 

The page is divided into various sections (see opposite), which can 

be expanded by clicking on the “>” icon at the end of each line. 

Buttons exist to either cancel the operation, or “Create” to save the 

entered details. 

Enter an account 

reference name and 

Description. 

 

 

The account normally 

corresponds to a 

geographical area … 

select the local language 

and time zone details. 

A company logo can be 

added to the account 

(optional) which will 

appear in certain 

displays. 
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The account tree is 

constructed by selecting 

the parent account to 

which this account will be 

linked. This has to be an 

account that has been 

previously created on the system. 

Click in the “owned by”  text entry area, and a button appears. 

Click on the “Show All Accounts” button.  

Select a parent account from those that appear on a list below the button. The 

“include…” boxes (see above) are actually filters acting on the list of accounts. Tick if 

required. 

 

Select “Account” for the 

middle tree branches, 

or select “DMA” for an 

account terminating a 

branch. 

 

(Refer to section 4.1.1 for more information about the various account types). 

 

The “Display options” section 

expands and should be set as 

shown for now. 

No explanation of the fields will 

be provided here; they relate 

to a portal; we are simply 

discussing how to construct an 

account tree. 

(The panel contents are 

specific to a portal using 

leak-detection loggers). 
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The “Account 

options” section 

expands. Set the 

options as 

shown, for now. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The “App options” section expands and should be set as shown for now. 

 

 

When finished, click the “Create” button. 

 

 

***    Repeat the task detailed above to build the entire account tree that is required.   *** 
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4.1.1 Additional Info – Account Types 

A previous section required a choice of account settings. 

“Account” is a general account type.  

“DMA” should be the end branches (leaves) of the account tree, 

and correspond to an area of the pipe network (usually metered) 

where the water company has a detailed map. 

At the time of writing, there is no functionality difference to a regular account, but this 

may change in the future. 

“PMZ” accounts are reserved for “Pressure Management Zones” which have a different 

functionality specifically for pressure management (i.e. for devices that have control of a 

pressure reducing valve). 

“PCorr” accounts are similar to DMA accounts in that they should appear at the end of 

branches. They have additional functionality for Lift & Shift style logger use (temporary 

logger deployments). 

 

PCorr type accounts become automatically “archived” after becoming disused for 14 

days. (i.e. No logger has existed on any site associated to the account, for 14 days). 

The term “archived” here has the meaning of the account being excluded from 

drop-down lists that show accounts. Re-deploying a logger to one of the sites will 

automatically un-archive the account. 

The name “PCorr” of the account type is derived from the name of one of the logger 

models produced by HWM which can be used as a mobile device. A mobile device is 

deployed temporarily, and then removed from site and deployed elsewhere. 

The “archiving of the account” is merely a visibility aid, filtering out non-recent PCorr 

type accounts from being displayed within account selection lists. It does not restrict 

any display of the site or data in page views. 
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4.2 EDITING AN ACCOUNT 

If you wish to change the settings within an account, you can edit it. 

First find the account on a webpage: 

Menu → Accounts → All Accounts 

… will list all the accounts to which you have access. 

 

Tick the “Show all 

accounts on 1 

page” control. 

All accounts will 

be displayed. 

 

 

 

Click the line of any account you want 

to edit. 

 

 

The Account Details 

page will be displayed. 

(An example is shown 

opposite…) 

 

 

 

Click on the 

“Edit Account” button. 
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The  “Edit 

Existing 

Account” page 

displays. 

 

This page gives access to 

all the fields available 

when the account was 

first created 

(see section 4). 

Edit the account and click 

the “Update” button. 

 

4.3 REGISTERING A LOGGER DEVICE 

Note: Registering a logger onto the system is normally done by HWM prior to shipping 

  the logger from the factory. Most users should skip this section. 

 

Log into DataGate. 

 

Begin the task by using: 

Menu→ More → Create Device. 

 

 

 

 

Each logger requires an “SMS number”, similar 

to a mobile phone telephone number. 

The SMS number is normally printed on a label on 

the side of the logger device. 

 

Enter the SMS number. 

 

Leave the GSM data number blank. 

 

Enter the device serial number, including any 

leading zeros (i.e. usually 8 digits). 

 

Set the Device Owner to the required account. 
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Then click “Create”. 

 

Note: It is also possible (but inadvisable) to edit the logger registration parameters. 

  (No details regarding this task are given in this manual). 

  The owner can be modified. 

  Never edit a logger SMS number or serial number. 

4.4 CREATING SITES 

Note: Most users should skip this section. 

  The task of registering a logger onto the system is normally done by HWM prior 

  to shipping the logger from the factory. It is normally linked to a blank (i.e. 

  incomplete) site for use with HWM deployment apps. 

Sites are geographic locations that can be used for deployment of a logger device. They 

may be created without a logger being deployed (a vacant site); in which case they will 

simply hold location data, and not link to a logger. They can similarly be created with a 

(pre-existing) logger deployed, in which case they will contain both location data and 

details of the deployed logger. 

 

 

Log into DataGate. 

 

Begin the task by using: 

Menu → Sites → Create Site. 

 

 

 

 

 

The Create Site page loads. 

 

If a logger is deployed to the site: 

 Type the SMS number of the device 

  (complete, or partial) into the Device 

  SMS Number textbox. 

 

  Click on “Serial/SMS lookup” button. 

  A table of Available Devices appears 

  (see diagram below). 
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  Find the correct logger 

  device and then click on 

  “Link” within the same row. 

 

 

  This links the logger device 

  to the site, effectively 

  creating a path for any 

  future measurement data 

  from the logger to be linked 

  with the site. (The logger will be considered by the system to be “Deployed” at this 

  site once the details are saved). 

 

  

If no logger is deployed, no SMS number or serial number entry is required. 

 

 

Select an owner account for the site. 

(This could be a DMA. Alternatively, it is 

often a higher-level account if a HWM 

deployment app will be used by the 

installer to deploy the logger later). 

 

Add a site ID. 

 

Complete the address information. 

(Leave blank if this is not known and will 

be completed by the deployment app 

during installation). 

 

For now, leave 

“Non Communicating (quiet) days” blank. 

 

 

Add accurate GPS co-ordinates for the 

site. (Leave blank if this is not known and 

will be completed by the deployment app 

during installation). 

 

 

Then click “Create”. 
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Note: HWM provides certain apps that support deployment of loggers to sites. 

  This allows installers use an app (which acts as an administrator) to automate 

  the entry of the site data for DataGate. 

  Certain apps have the ability to create new DMAs, new sites and provide 

  additional information to DataGate, to ensure the system functions correctly. 

  (e.g. Creation of channel details to ensure the channel data sent in by 

  the logger is correctly interpreted). 

 

4.5 ADDING CHANNELS TO A SITE / EDITING CHANNELS 

Note:  Most users should skip this section. 

  The task of registering a logger onto the system and linking it to a blank site 

  is normally done by HWM prior to shipping the logger from the factory. 

   The factory normally also configures the channel details of the blank site to 

  match the channels available within the logger. 

  Beware that some loggers are able to have their channels modified during 

  installation. (e.g. The direction of water flow through meters). 

 

From the DataGate home page, use the drop-down box (top right) to select “Sites”. 

Key in the site ID (whole or partial) and click the search icon. 

 

 

 

 

 

Click on the site from 

the table produced.  

 

 

 

 

 

 

The Site Details page 

appears for the 

chosen site. 
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Where the site has a deployed logger, the logger device details are included. 

 

The lower part of the page contains multiple tabs. Select the “Channels” tab. 

 

The “Add Channel” button can be used to add any required channel(s) and their 

interpretation details to DataGate for this particular site. The settings of each numbered 

channel must match the equivalent channel number of the logger deployed to the site 

and the meaning of its data. 

Channels can be added, edited (click the “Edit” link) or deleted (click the “Remove” link) 

as required, but must end up matching the logger’s data channels. 

 

For example, In the above table: 

A typical setup of channels for a leak-detection logger is shown. “Channel Type” 

represents the data being sent over that channel by the logger.  
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• Chan 1 = “Leak”. This is a bool datatype (1 = true / 0 = false) referred to as a 

  “state”.  It signifies whether the logger has detected a leak (or not). 

• Chan 2 = “Noise”. This is a numeric datatype with the unit of dB.  

   It signifies the most common sound level that occurs. 

• Chan 3 = “Spread”. This is a numeric datatype with the unit of dB.  

   It signifies a measure of how consistent the sound level is. 

 

Save the settings when finished. 

Note: Some of the columns that are displayed may be irrelevant to the logger channel. 

4.6 ADD ASSOCIATED ACCOUNTS 

Note: The task of registering a logger onto the system is normally done by HWM prior 

  to shipping the logger from the factory. It is normally linked to a blank (i.e. 

  incomplete) site for use with HWM deployment apps. 

  The factory normally associates the site to the owner account to make it visible. 

  An administrator is required to make additional account associations for every 

  site. However, if a HWM app is being used to deploy the loggers, these can 

  usually act as an administrator and make some of the required additional 

  account associations; refer to the app user guide for details. 

   

 

Next to the “Channels” tab (see section 4.5 for how to find this 

page), there is an “Accounts” tab. Click on this tab. 

 

This will list all accounts that are associated with the site. 

 

This list must (when completed) include, as a minimum: 

 

• The “owner account” of the site. 

• The DMA account. 

(This is the DMA within which the site is located, corresponding to the equivalent 

map area). 

• (Often) multiple accounts above the DMA. This is to make the logger visible from 

higher levels of the account tree, up to a visibility limit (which should be set by 

the policy of the company, for consistency).  
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To associate the site with an additional account:  

 

Click within the textbox “Associate 

with account”. 

Select the required account from the 

list. 

 

 

 

 

 

 

Then click “Add Account”. 

 

 

 

 

 

***    The site is usually required to be viewed from multiple account levels.  *** 

   … Repeat the process to add all the of the required associated accounts.    

 

 

Note: Removal of account associations is also possible from this page. 
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5 USERS 

 

An initial user of the type “administrator” has to be created by HWM for each company. 

This administrator can subsequently create additional users (of various types). 

5.1 CREATING A NEW USER 

From the menu, select: 

Menu → More → Create User 

 

 

 

A page is generated in which the details of a new user can be entered. 

 

Choose the role of the user from one of 

the defined template roles. 

(e.g. “Admin” or “User”). 

Enter a mobile phone number for the 

user. 

 

 

Enter the title and personal name details 

of the user. (e.g. Mr Joe Waters). 

Enter a “User Name”, for the user. 

This will be the name that needs to be 

entered during login. 

 

Enter an initial password for the User. 

 

Enter the email address of the User. 

(The system can sometimes use this to 

send reports or alarm information to the 

user). 



29 

The user now needs to be linked to an 

account  within the system account tree. 

This is referred to as the Parent account. 

Choose the correct account from the list 

of accounts / DMAs.  

A user’s parent account sets their scope of use of the account tree. It becomes their 

own “top level” account and also their login point. 

 

For security, the system can lock access to be accepted only from specific Internet 

Protocol Address(es). It can also terminate access on a specific date. 

Complete these if required, or (for most 

users) they should be left blank. 

Blank fields imply the user lasts forever 

and can log in from any IP address. 

Enter a language choice for the User. 

The shown “Account display mode” 

should be left as shown. 

The controls opposite refer to the 

forwarding of various messages to the 

user. They shall not be discussed here but 

will be re-visited in section 6. 
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A completed form is shown below. 

 

 

Click on the “Create” button to make the new user. 
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5.2 EDITING A USER 

From time to time a user account may require editing. 

e.g. A user can sometimes “lock their account” 

by typing a password incorrectly several 

times. Another administrator can unlock it. 

 

Log into DataGate2. 

Search for the user by selecting “users” and an appropriate text string search. Click on 

the magnifying glass to make the search. 

 

 

 

 

 

 

 

A list of accounts will be shown that contain the search string. 

Click on the “Edit” button of the relevant line. 

 

The “edit user” page is shown. The settings can be edited, or the account deleted. 
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6 EVENT MESSAGES (ALARMS) 

6.1 OVERVIEW 

Sites are monitored by logger devices with sensors. Loggers periodically send data to 

another device (e.g. a server); information moves towards those who can use it. 

As well as accumulating and forwarding measurement data, loggers can also check to 

see if anything of significance has occurred. They can, for example, be set to trigger on 

some measurement condition or pattern (e.g. when the measurements exceed 

specified limits). Having triggered, a logger can be set to perform actions (e.g. quickly 

sending information about the irregular condition. This takes the form of a message, 

usually referred to as an “alarm”). 

Most loggers are only able to send the message to one other device, the details of which 

can be defined in the logger setup. Whilst the message could be sent to a single user of 

the system (e.g. via an SMS message to the mobile phone of a maintenance person), no 

other user (or DataGate) would be aware of the alarm. A better solution is to send the 

message into DataGate. DataGate can then record the alarm’s existence. It can also  

fork the alarm message so that it can be received by multiple users; this is commonly 

called “alarm forwarding”. Loggers are therefore usually pre-configured by HWM to 

send alarm messages immediately to DataGate. 

 

The alarm forwarding system can be considered to work as follows: 

Alarms can be forwarded only to DataGate users. Each user has (within their User 

profile settings) the ability to add their mobile phone number and also their e-mail 

address. There is also a user setting that will either enable or disable alarms to be 

forwarded; these must be enabled. A user must also select via what route(s) they wish 

to receive the alarms … either by means of a SMS (text message) to their mobile phone 

or by means of e-mail (or both). 

Having completed the user settings (as above), the user is able to receive alarms. 

However, no alarms will be forwarded unless the user actually subscribes to receive 

them. 

Each individual user can be considered to have two lists to manage what they have 

subscribed to. A user can subscribe to: 

• Individual sites. 

• groups of sites (by subscribing to accounts). 

For individual sites, any subscribed site that receives an alarm (usually from a logger 

deployed on the site) will have the alarm forwarded to them by DataGate via their 

chosen route(s). 
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For accounts, any site within the subscribed account that receives an alarm (e.g. from a 

logger deployed on the site) will have the alarm forwarded by DataGate to any 

subscribers. The alarm message is sent to each subscribed user via their chosen 

route(s). 

Note: For this specific context, “within” includes any site associated to the account and in 

  addition any site directly owned by the account. 

 

Some portals also allow a user to directly subscribe or unsubscribe to specific sites 

through a control within the portal. Similarly, they may be allowed to directly subscribe 

or unsubscribe to an entire set of sites within account. 

 

The advantage of subscribing to an account is that any new sites added to the account 

will automatically be included in the  alarm forwarding selection. However, it is then not 

possible to deactivate messages from individual sites as they fall will still under the 

umbrella of being within the account. 

 

6.2 SETUP OF THE SYSTEM FOR ALARM NOTIFICATION AND ROUTING 

A user may log into DataGate and setup their own user-profile for alarms. Alternatively, 

an administrator can make the settings for them. 

6.2.1 Enabling the user and message routing – Direct by user 

Selecting “My Profile” from 

the menu as shown.  

This is a read-only view.  

 

 

 

Edit your user-profile by clicking on 

the “Edit My Profile” button. 

 

The page will re-load in edit-mode. 
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Add your 

e-mail address. 

 

Add your 

mobile phone 

number. 

 

The “Enable 

Report 

Forwarding” 

tick-box must 

also be 

selected. 

Click on “Update”. 

Next, click on “Verify Mobile”. 

A text message, with a one-time passcode, 

will be sent to your mobile phone. 

 

 

Enter the number. 

 

Click “Check Passcode”. 

The system should confirm it is correct. 
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The user-profile page now allows the 

“Enable Alarm Forwarding” option to 

be ticked; this reveals further 

options. 

Initially, there is no delivery route for 

sending alarms. 

Use the drop-down boxes to activate 

a route and simultaneously choose a 

format for the 

sent message; 

several are 

available. 

 

 

 

 

When selecting the alarm, the format can be previewed by hovering the mouse over the 

Format ( i ) icon. 

 

 

 

Select an appropriate maximum age for forwarding of a 

received alarm. 

(It is possible to filter-out alarms that the logger was 

trying to send but had difficulties such as adverse 

weather preventing it;  local flooding causing the 

antenna being under-water). 
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“Forward Alarm Clears” also forwards the messages from 

the logger that indicate the condition which triggered the 

alarm message has now cleared. 

“Forward System Alarms” also forwards alarms that are 

generated by the DataGate system itself. 

(e.g. If data is unchanging and at some extreme end of scale … possibly due to a defect 

in the logger transducer). 

When finished, Click the Update button to save the settings. 

 

6.2.2 Subscribing a user to individual sites – direct by User 

 

A user is able to subscribe to notification of alarms for a site 

directly by selecting and editing the site. 

 

Within the page there is an option to “Enable Alarm 

Forwarding for this site”; Ensure the box is ticked. 

Although the GUI makes it appear that the user is changing a 

global site property, in fact this field is specific to each user. 

Ticking this field adds this site to the user-specific list of sites that require alarms to be 

forwarded to them. 

 

6.2.3 Subscribing a user to accounts (multiple sites) – direct by User 

 

A user is able to subscribe to notification of alarms for all 

sites within an account directly by selecting and editing 

the account.  

 

Within the page there is an option to “Enable Alarm 

Forwarding for this Account”; Ensure the box is ticked. 

Although the GUI makes it appear that the user is 

changing a global account property, in fact this field is specific to each user. 

Ticking this field adds the account to the user-specific list of accounts that require the 

alarms from any site within the account to be forwarded to them. 
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6.2.4 Enabling the user and message routing –by Admin 

From the menu, select “All Users”. 

This produces a list of all users of the system 

that the administrator has access to. 

 

 

 

 

Select the “Edit” 

link on the line of 

the user you 

wish to modify. 

 

 

 

 

 

Continue with the 

setup as in 

section 6.2.1. 
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6.2.5 Subscribing a user to individual sites – by Admin 

Select the user you wish to edit by 

following the steps in 6.2.4, and 

edit the user profile. 

Below the “Update” button there 

is an “Alarm Forwarding” tab. 

This shows the list of both sites 

and accounts that this user is 

subscribed to. 

 

Start entering the name of a site in the “Site” line. The system will try to match the 

partially completed site with available matches; Select one of the matches. Then click on 

the “Add Site” button. This adds the site to the Selected Sites list; the user is now 

subscribed to this site. 

 

6.2.6 Subscribing a user to accounts (multiple sites) – by Admin 

Select the user you wish to edit by 

following the steps in 6.2.4, and 

edit the user profile. 

Below the “Update” button there 

is an “Alarm Forwarding” tab. 

This shows the list of both sites 

and accounts that this user is 

subscribed to. 

 

Start entering the name of a site in the “Account” line. The system will try to match the 

partially completed account with available matches; select one of the matches. Then 

click on the “Add Account” button. This adds the account to the Selected Accounts list; 

the user is now subscribed to this account. 
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